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LoRaWAN - Flow

Parkering

O_

Trafik

LPWAN WIELAN/
base- Fiber
station

Vejr  Slitage stgj Bevagelse

Data skabes rundt omkring Data transporteres Data anvendes af systemer og
i byen via netvaerk mennesker og giver indsigt
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LoRaWAN - Rekkevidde og lavt stramforbrug

energy / airtime

290bps 530 970

SF 12 n 10 9 8 7
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LoRaWAN - sadan virker det
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Topologi: Star-of-stars med overlap

Noder sender “ud i det bla”, ikke
forbundet til specifik gateway (GW)

GW “har store grer”, gode til at skelne
mellem stej og besked

Flere GW kan modtage samme besked,
intelligens placeret i Network Server
der “deduplikerer” pakker fra noder

GW optimerer noders sendeparametre
(ADR). Tat pa GW = mindre energi og
kortere sendetid.

Duty Cycle begrensninger 1% (36s/t)

Positionering vha. triangulering og
uden handover mellem GWs. Przcision?



LoRaWAN - Class A, B, C

Battery powered sensors
* Most energy efficient

* Must be supported by all devices
* Downlink available only after sensor TX

Battery Powered actuators
» Energy efficient with latency controlled downlink
« Slotted communication synchronized with a beacon

Battery Lifetime

Main powered actuators

* Devices which can afford to listen continuously
* No latency for downlink communication

Downlink Network Communication Latency
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LoRaWAN - Arkitektur og sikkerhed

e Krypteret med negler

(AES-128)

e Data dekrypteres forst i
Applikation

e 2 join metoder: OTAA og = P TCP/IP
ABP .

LoRa RF Aarhusnettet



Sensorer og data
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LoRaWAN - Opgaver

PWAN )
L WIFI/LAN/
base- .
¢ Fiber
station

itage stgj  Bevaegelse
Data skabes rundt omkring Data transporteres Data anvendes af systemer og
i byen via netvaerk mennesker og giver indsigt
Male e Kryptere e Modtage besked
Bygge datapakke e Optimere e Fortolke datapakke
Sende/Opsamle e Transportere e Gemme data
e Behandle/berige data
e Dele data
e Visualisére data
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LoRaWAN - Besked formater

[{"emd":"gw","seqno":347,"EUI":"0018B20000001463","ts":1522998
298550,"fent":16,"port":1,"freq": 868300000, "toa":1646,"dr":"SF12
BW125 4/5","ack":false,"gws":[{"rssi":-111,"snr":-
e “RX”, “GW” og “TXD” 6,"ts":1522998298550, "time":"2018-04-
° Data = Data payload 06T07:04:58.388055104Z","rsig":[{"ant":0,"chan":6, "rssic":-
111,"Isnr":-6,"etime":"eCoiie5CDPhvKnYHDY4BIQ==","rssis":-
118,"rssisd":5," " ftime":-
1,"foff":94,"ft2d":431,"rfbsb":96,"rs2s1":120}], "gweui":"7076 FFFFFFO
10B88"},{"rssi™:-115,"snr":-3,"ts":1522998298554, "time":"2018-04-
06T07:04:58.388060961Z","rsig":[{"ant™:0,"chan":6, "rssic":-
115,"Isnr":-
3}, "gweui":"7076FFFFFF010B32"}],"bat":200,"data":"bf18560951500
101580037130f0fc76d03"}]

4.DECODING THE PAYLOAD

The size of the Fiekd Test Devie’s payload can vary depending on the informati itted. The first byte will enable you to identify the pres-
ence of information contained in the payload. Information will always be shown in the order indicated in the following table.

Example of a payload received: BF1B45159690005534502720200FC95207
This example will be used in order to explain how the payload is decoded.

Order 1 2 3 4 s | 6 | 7 g8 |90
Number of bytes | 1 1 a a 1 1 1 I ERE
ors | ue | O | eatey

Description Statut | Temperature GPS Latitude GPS Longitude Coun- level RSSI | SNR

Qualité | Counter

Example BF 18 |a5]15]96]90[o0]ss[3a]s0] 27 20 | 20 JoFfcafs2] 07
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LoRaWAN - Databehandling

e Eksempler fra Loriot
netverksserveren

i Irorio  Ironio

34 oty | [ 34 porty | [ 3d oy |



Hvad skal vi bruge LoRaWAN til?
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Hvordan kan | bidrage?
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Q)
‘ COMMUNITIES  LABS LEARN  SUPPORT FORUM  SHOP SIGN UP LOGIN
THE THINGS

Join our first global LoRaWAN developer conference
The Things Network
ol

THE THINGS

NETWORK
A A RHUS

JOIN THIS COMMUNITY



The Things Networ

Devices

Connect devices to The Things Network.

Documentation

LoRaWwAN'

Learn about LoRaWAN: the secure messaging protocol used by Th

Gateways

2}

Extend The Things Network by installing a

gateway.

Network

®

Manage your applications and devices.

Applications

Build applications on The Things Network.

LoRaWAN i Aarhus Kommune

asal mim®n

Silkeborg

@ 2gateways
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NS

PrOJekt loTCrawler

Thingful.net

Example of loT search engine

PCM6048 Solar Panel
Battery Charger

Battery Charge Curr
ent

Battery Temperatur
e

Battery Voltage

Heat Sink Temperat




Netverk med Aarhus’ lokale smart city
netvaerk og international smart city
netvark

|OTCRAWLER

L
-
=

Fa den nyeste viden om smart city
udviklingen

Invitation til s®rlige arrangementer

Adgang til kontakter for mulige
samarbejder

SR\ N\ BN

-

@iotcrawler
/iotcrawler.eu
/iotcrawler

www iotcrawler.eu

mbm@aarhus.dk
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Open Data

OPEN DATA DK Datas®t  Organisationer ~ Grupper ~ Om

Seg Q|

Open Data DK abner Danmark op

Search data
Dette er Open Data DKs open data platform.

Der er ingen registrering fer brug af vores data, men du ma
meget gerne fortzelle os, hvis du laver noget fedt med dem. Skriv
til (info@opendata.dk)

Du kan lzese mere om Open Data DK pa Popular Tags
| (http://www.opendata.dk)
|

https://portal.opendata.dk/
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Specs

Lengste distance:

SF=12 -> Bt rate

Hojeste Bit rate:
SF=7 -> Bit rate

292 bps / Max. payload

10937 bps / Max. payload

51 bytes

222 bytes
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Sammenligning

802 Mac 5G )
802.11ad
802.11n 4G )
( s021ta 3G j }
80211b
802.11g 26
S, (I ZigBee 2
Bluetooth BLE 80215.4

WBAN
RFID/NFC i o o
: 80215.4

RANGE CAPABILITY

BANDWIDTH REQUIRED
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Sammenligning
LoRaWAN Narrow-Band LTE Cat-1 LTE Cat-M NB-LTE
2016 (Rel12) 2018 (Rel13) 2019(Rel13+)

Modulation
Rx bandwidth
Data Rate

Max. # Msgs/day
Max Output Power
Link Budget

Batery lifetime -
2000mAh

Power Efficiency
Interference immunity
Coexistence

Security

Mobility / localization

SS Chirp
500 - 125 KHz
290bps - S0Kbps

Unlimited
20dBm

154 dB
105 months

Very High
Very high
Yes
Yes

Yes

UNB / GFSK/BPSK
100 Hz

100 bit/sec
12 / 8 bytes Max

UL: 140 msgs/day
20dBm

151 d8B

90 months

Very High
Low

No

No

Limited mobility,
No loc

OFDMA
20 MHz
10 Mbit/sec

Unlimited
23 - 46 dBm
130 dB+

Medium

Yes
Yes

Mobility

OFDMA
20-1.4 MHz

200kbps —
1Mbps

Unlimited
23/30dBm
146 dB

18 months

Medium
Medium
Yes
Yes

Mobility

OFDMA
200 KHz
~20K bit/sec

Unlimited
20 dBm
150 dB

Med high
Low

No

Yes

Limited Mobility
No Loc



Sammenligning

A
License-exempt spectrum
10 Mbps T (-7 LTE Cat-1 \I — = = = Licensed spectrum
(T T T T T o : |
1 MbpS A | LTE Cat-0 : :
- -
o] LTE Cat-m1 1
& 100 kbps T I
b Weightless-P | . _ 2
S EC-GSM)
|
S0 SO NEIGTI
p——
100 bps +
i >
5,000 Range(m)




LPWAN markedet

Proprietary Open

/ \~ oRa | EIGHTL
. £
) _'_;'.']1‘_'_,
EMTEC _:
NB-loT o o 0
LTE Cat-M Weightless-W  Weightless-N Weightless-P
LTE Cat-0 ‘ ‘ ‘
LECat (RPMN)
‘ETSI
\ LS mocomm
neuc Hrond.cl
i D m e
N ave
a EQ WSTARF
.‘"ﬁ.mlu.;:‘;n.u‘;‘ ''''''''''' Alliance / Working Group
S g ———  Backing Company
Key Technology Provider

Technology / Protocol

POStscaPes CC Attribution License: Updated 8/2016



Kerlink hardware

ISM Bands

Power supply
Casing
Backhaul
LoRa® TX Power
LoRa® channels
Geolocation
Real time radio scanning
Diversity
Capacity

Use cases

SPN: Small Private Network*

868/915 & 923
868/915 & 923
AC/DC
IP31 or IP54 (with connectors)
WiFi & Ethernet
27dBm

8

>700 000 msg /day

Smart-Building & Indoor
densification

433/868/915 & 923
868/915 & 923
PoE 15W
IP67 incl. Mounting kit
Ethernet & 3G
27dBm

8

>700 000 msg /day

Smart-Farming, Metering &
Industry

868/915 & 923

PoE 30W
IP67 incl. Mounting kit
Ethernet & 3G/4G
30dBm
16
v
v
v
1,4M msg /day

Asset tracking, Densification,
Deep indoor & Dense urban
Smart cities

[ feawes | iremwocel | ston | iorscompect | __ies |

868/915 & 923

PoE 60W
IP66 incl. Mounting kit
Ethernet & 3G/4G
30dBm
Up to 64
v
v
v
>Up to 5,6M msg/day

Asset tracking, Densification,
Deep indoor & Dense urban,
Smart cities




