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The Past

“Shall we play a game?”



et imes make mistakes.,

0. SHALL WE PLAY R GAME?




Mitnick served five years in prison—four and a half years pre-trial and eight months in solitary confinement—because, according to Mitnick, law enforcement officials
w [23]

7

convinced a judge that he had the ability to "start a nuclear war by whistling into a pay phone meaning that law enforcement told the judge that he could somehow
dial into the NORAD modem via a payphone from prison and communicate with the modem by whistling to launch nuclear missiles ¥ In addition, a number of media

outlets reported on the unavailability of Kosher meals at the prison where he was incarcerated.””

Source: Wikipedia (https://en.wikipedia.org/wiki/Kevin Mitnick) and https://twitter.com/kevinmitnick



https://en.wikipedia.org/wiki/Kevin_Mitnick
https://twitter.com/kevinmitnick

The Present



Fra: Info Nets <noreply@nets.com>
Dato: 8. marts 2017 k1. 10.07.57 CET
Til:

Emne: Adgang Til Dine Konto

Keere kunder Nets,

Det ser ud til, at en anden bruger din konto.

For din sikkerhed, har vi blokeret din konto
Vi har brug for nogle oplysninger for at lgse dette problem

> Klik her https://www.nets.eu/dk-da/I%C3%B8sninger/dankort/022136¢

@ Nets i Danmark (HQ)-kontoteamet

<&y POST

Du har uforleste pakken

Vi har modtaget din pakke CT5389919582DK pa 2015/09/21, Courier var ude af stand til at levere
denne pakke til dig

Fi og udskrive forsendelsesetiketten, og vise det pd det nzrmeste posthus for at fi din pakke.

[Fa en adresselapp

Hvis pakken ikke er modtaget inden 20 arbejdsdage PostNord AB vil vaere berettiget til at kreve
kompensation fra dig - 55 kroner for hver dag i at holde. Du kan finde oplysninger om fremgangsmaden
ved og betingelserne af pakken holde 1 det naermeste kontor.

Dette er en automatisk genereret meddelelse, Klik her for at afmelde

Fra: Skat.dk <skat@skat.dk>

Dato: 1. okt. 2013 12.00

Emne: ID:38933 - tilbagebetaling af skat - DKK 6940,00
Til: XXX

&
SKAT

Bemaerk: Tilbagebetaling af skat for aret 2012

Kaere skatteyder,

Vores registreringer viser, at du er kvalificeret til en tilbagebetaling af skat af:
DKK 6940,00

For at fa adgang til din skat tilbagebetaling, klik venligst her.
Udfyld venligst formularen indtil d. 02-10-2013.
Den hurtigste og nemmeste made at modtage din tilbagebetaling pa er ved direkte inc

check/opsparingskonto.

Vores hovedkontor adresse kan findes pa vores hjemmeside pa
http://www.skat.dk

Copyright © 2013 Skat.dk. Alle Rettigheder Forbeholdes.

Source : http://www.it-blogger.dk/post-nord-virus-rammer-danmark/, http://skat.dk/SKAT.aspx?0ld=68747 og https://www.nets.eu/dk-da/digital-sikkerhed/Pages/Phishing.aspx
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Brugernavn og passwords

Hvis du er blevet hacket, kan IT-kriminelle installere
programmer pa din computer, der opfanger alt, hvad du
taster inklusiv dine brugernavne og passwords. Den
information bruges til at logge pa dine online-konti sa som:

Dine bankkonti, hvorfra de kan stjzele eller overfare
dine penge.

Din iCloud, Google Drev eller Dropbox konto hvilket
kan give adgang til dine falsomme data.

Dine konti til online indkab, s& kan de handle i dit navn
og for dine penge.

Hoste informationer fra
din e-mail
Hvis du er blevet hacket, har IT-kriminelle adgang til din

e-mail og kan finde information de kan szelge. Det kan
eksempelvis veere:

@ Alle navne, e-mailadresser og telefonnumre fra din
kontaktliste/telefonbog.
@ Alle dine personlige e-mails og arbejds e-mail.

Virtuelle varer

Hvis du er blevet hacket, kan IT-kriminelle kopiere og
stjeele alle dine virtuelle varer og szelge dem til andre. Det
drejer sig om:

® Dine karakterer, varer og valuta i online spil.
® Alle licenser til software, operativsystemer og spil.

Botnet

Hvis du er blevet hacket, kan din computer blive forbundet
til et netveerk af hackede computere, der bliver kontrolleret
af den IT-kriminelle. Dette netvaerk kaldes et Botnet og
kan blive brugt il at:

@ - Sende spam til- millioner personer.
® _Overbelaste andres systemer og fa dem til at ga ned.

Du ved det maske ikke, men du er et mal for
IT-kriminelle. Din computer, dine mobile enheder,
dine (online) konti og dine informationer har en
meget hgj vaerdi. Denne plakat saetter fokus pa,
hvordan IT-kriminelle kan tjene penge pa at hacke
dig. Heldigvis kan du beskytte dig og din familie
ved atfglge nogle simple rad. Hvis du vil vide mere
kan du abonnere pa det manedlige nyhedsbrev
om IT-sikkerhed fra OUCH!

www;securingthehumanroerg/ouch

Identitetstyveri

Hvis du er blevet hacket, kan IT-kriminelle benytte din
online profil til at bega svindel eller szelge din identitet
til tredjepart. Det kan veere:

® Din Facebook, Twitter eller LinkedIn konto.
® Din e-mail konto.
@ Din Skype konto.

Web Server

Hvis du er blevet hacket, kan IT-kriminelle benytte din
computer som server til:

® At forsgge at stjaele andres brugernavne og
passwords.

® Programmer, der hacker andre computere.

® Distribution af b@rneporno, piratkopier af film og
stjdlet musik.

Okonomisk

Hvis du er blevet hacket, kan IT-kriminelle lede efter
veerdifuld information i dit system sa som:

® Information om dine kreditkort.
® Dine skatteoplysninger.
® . Dine investeringer og pension.

Afpresning

Hvis du er blevet hacket, kan IT-kriminelle overtage din
computer og kraeve penge. Dette kan de gere ved at:

®  Tage billede med dit indbyggede kamera og
kreeve penge for at destruere det eller for ikke at
offentliggare det.
Kryptere al data pa din computer og krseve penge
for at dekryptere det.
True med at offentliggare hvilke hjemmesider
du har besggt.

Denne plakat er baseret pa arbejde udfert af Brian Krebs.
Du kan lzere mere om IT-kriminalitet ved at felge hans blog
http:/krebsonsecurity.com

© SANS Institute - You are free to print, distribute and post as many copies of this poster as you like; the only limitation is you cannot modify or sell it. For digital copies of this and other security awareness posters, visit www.securingthehuman.org/resources/posters

Source: http://securingthehuman.sans.org/media/resources/STH-Poster-YouAreATarget-Danish.zip




Target Puts Data Breach Costs at $148 Million,

and Forecasts Profit Drop

By RACHEL ABRAMS AUG. 5, 2014

[< s A0

10 April 2014 Last updated at 15:04 GMT

Heartbleed bug creates confusion online

By Mark Ward
Technology correspondent, BBC News

http://www.bbc.com/news/technology-26971363

http://www.nytimes.com/2014/08/06/business/target-puts-data-breach-costs-at-148-million.html

Massive data breach at health insurer Anthem could
affect 80 million people

http://theweek.com/5things/537729/massive-data-breach-health-insurer-anthem-could-affect-80-million-pe

Amy Lee

Become a fan Y

L J

a
Why Does Sony Keep Getting Hacked?

http://www.huffingtonpost.com/2011/06/08/sony-hack-problems_n_873443.html

Forbes.com Hacked by Syrian Electronic Army Because of
"Hate for Syria"

Q David Gilbert
\g February 14, 2014 10:20 GMT

¢ a2 ]wefs]

http://www.ibtimes.co.uk/forbes-com-hacked-by-syrian-electronic-army-because-hate-syria-1436415

JP Morgan reveals data breach affected 76 million
households

ﬂ Elizabeth Weise, USATODAY

http://www.usatoday.com/story/tech/2014/10/02/jp-morgan-security-breach /16590689 /

Lenovo hit by lawsuit
over Superfish adware

Consumers and attorneys are already looking to the legal
system for recourse following revelations that Lenovo installed
potentially dangerous software on its PCs.

by Lance Whitney W @lancewhit / February 24, 2015 9:29 AM PST

http://www.cnet.com/news/lenovo-hit-by-lawsuit-over-superfish-adware/

SecurlD breach cost RSA $66m

In 2nd quarter alone

O €

27 Jul 2011 at 17:17, Dan Goodin

http://www.theregister.co.uk/2011/07/27/rsa_security_breach/

CCleaner hack affects 2.27
million computers -- here's
what to do

https://www.cnet.com/how-to/ccleaner-was-hacked-heres-what-to-do-next/
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Hackerangreb koster Maersk
milliardbelob

Maersk anslar, at hackerangrebet fra juni og juli vil koste selskabet
1,3 til 1,9 milliarder kroner.

Source: https://www.dr.dk/nyheder/penge/hackerangreb-koster-maersk-milliardbeloeb



1 Cyber-angreb er den stgrste risiko for virksomheder i Europa
og medfgrer store gkonomiske tab og potentielt konkurser

44% 73%

af de danske borgere har veere udsat for:

Infektion med skadelig software, misbrug

af fortrolige oplysninger, pgkonomisk tab og

tab af data

20 nye sdrbarheder bliver offentliggjort om 1/4
dagen

https://www.danskerhverv.dk/siteassets/mediafolder/downloads/analysenotater-2017/66-cybersikkerhed.pdf,
https://digst.dk/media/18755/danskernes_informationssikkerhed_december_2018_191218.pdf,
https://www.weforum.org/reports/regional-risks-for-doing-business,
https://www.symantec.com/content/dam/symantec/docs/reports/istr-22-2017-en.pdf

af danske virksomheder er blevet
angrebet — eller forsggt angrebet!

million angreb fra internettet hver dag!

minutter tager det, f@r en ny enhed pa
Internettet bliver ramt

13



Bring a company offline?

Source: https://www.youtube.com/watch?v=vn-lU3Zu3dw

s]ofole




Arnnual license: $ 1500
Half-year license: $ 1000
=2-month license: $ 700

Update cryptor $ S0
Changing domain £ 20 multidomain $ 200 to license.
Curing the term of the license all the updates are frea.

Fent on our server:

1 week (7 full days): £ 200
2 weeaeks (14 full days): £ 200
=2 weeks (21 full day): 5 400
4 wealks (21 full day): $ S00
24-hour test: £ 50
« There is restriction on the volume of incoming traffic to a leasehold system.
depending on the time of the contract.

Prowviding our proper doma ijrm—i : change of the domain: £ 25
Mo longer any hidden fees,.| rental includes full support for the duration of the

contract.

Source: http://nakedsecurity.sophos.com/exploring-the-blackhole-exploit-kit-3/



...an emerging trend with traditional organized crime syndicates and criminally minded
technology professionals working together and pooling their resources and expertise...

Source: http://www.interpol.int/Crime-areas/Cybercrime/Cybercrime



The most common "positions’ or specializations according to the FBI are:

ﬁ@ 1. Programmers. Who develop the exploits and malware used 10 cOmmit cyber-cnmes.

-
a\}d 2. Distributors. Who trade and sell stolen data and act as vouchers for the goods provided by other specialists.

@, , 3. Tech experts. Who maintain the ciminal enterprise’s IT infrastructure, including servers, encryption
\ ah technologies, databases, and the like.

@ 4. Hackers. Who search for and exploit applications, systems and network vuinerabilities.
oaa

v 5. Fraudsters. Who create and deploy vanous sodal engineering schemes, such as phishing and spam.
. aa

,;:. 6. Hosted systems providers. Who offer safe hosting of illicit content servers and sites.
e

@ 7. Cashiers. Who controi drop accounts and provide names and accounts to other ariminals for a fee.
Yaa

/% 8 Money mules. Who complete wire transfers between bank accounts. The money mules may use student and
i \/  Work visas to travel to the U.S. 10 open bank accounts.
o Vv

@ 9. Tellers. Who are charged with transferring and laundering illictly gained proceeds through digital currency
ﬁ & A senvices and different world currencies.

@ 10. Organization Leaders. Often “people persons™ without technical siills. The leaders assemble the team and
Q &% oo the targets.

Sources: “The Cyber-crime black market uncovered” by Panda Security Sources: http://krebsonsecurity.com/2012/08/inside-a-reveton-ransomware-operation/



Dedicated server (powerful servers)
1000 downloads in EU
Programming Services

1 day DDoS

Cheap email spamming

Email spamming, custom database

SMS spamming

1 hour call flooding
Bots
Copy of scanned EU passport

Windows 7 Ultimate license

Fake website
Credit card details
Bank Credentials (with guaranty)

Purchase and forward of products

0.50-1 (10-20)

80

? (100 - 250)

30-70

10 per 1,000,000 emails

50 - 500 per 50,000 to 1,000,000 emails

3 —150 per 100 — 10,000 SMS
2-5

200 for 2,000 bots

5

7

5-20

2 — 90 (add 190 for physical card)
80— 700

30-300

Sources: “Russian Underground 101” by Trend Micro and "The Cyber-crime black market uncovered” by Panda Security



Fake web site S20

1,000,000 spam emails S10
5 Servers to host site S70
S100

Break-even at 0.005% (or 50) people entering credit card details

19



Advanced Persistent Threat (APT):
The Uninvited Guest

How attackers remain in your network harvesting
informationand avoiding detection over time

1. INCURSION 2. DISCOVERY 3. CAPTURE 4. EXFILTRATION
Attackers break into Once in, the attackers  Attackers access Captured information
network by using stay “low and slow” to unprotected systems is sent back to attack
social engineeringto  avoid detection. and capture team’s home base for
deliver targeted Thev then mab the information over an  analysis and further
malware to vulnerable org;’nization.: extended period. exploitation fraud—
systems and people. defenses from the They may also install WO

inside and create a malware to secretly

battle plan and deploy acquire data or

multiple parallel kill disrupt operations.

chains to ensure
success.

ATTACK METHODS

- Social
~ Engineering

- Zero-Day
Vulnerability

s _ SaL
J ~ Injection

v Symantec.

Source: http://www.symantec.com/theme.jsp?themeid=apt-infographic-1



NSA HACKER CHIEF EXPLAINS HOW TO KEEP HIM OUT OF YOUR

3] KiM ZETTER

IT wAs THE talk most anticipatec
Usenix Enigma security conferer
that even the other speakers wel

How the NSA Gets You

In the world of advanced persistent threat actors (APT) like
the NSA, credentials are king for gaining access to systems.
Not the login credentials of your organization’s VIPs, but the
credentials of network administrators and others with high
levels of network access and privileges that can open the
kingdom to intruders. Per the words of a recently leaked
NSA document, the NSA hunts sysadmins.

The NSA is also keen to find any hardcoded passwords in
software or passwords that are transmitted in the
clear—especially by old, legacy protocols—that can help
them move laterally through a network once inside.

Source - https://www.wired.com/2016/01/nsa-hacker-chief-explains-how-to-keep-him-out-of-your-system/



Compromise
Exfiltration
Discovery
Containment

Figure 41: Timespan of events

11%

0% 1%
2% 2%
Seconds Minutes

Sources: Verizon, 2013 Data Breach Investigations Report
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Figure 44: Discovery methods

Unrelated party (Ext] 52%
Fraud detection (Ext)
Customer (Ext)

Law enforcement (Ext)

Actor disclosure (Ext)

35%

Unknown

Reported by user (Int)
Financial audit (Int)
NIDS (Int)

Log review (Int)

Fraud detection (Int)
HIDS (Int)

Incident response (Int)
IT audit (Int)

Monitoring service (Ext] 341

Il Financial M Espionage I Other

Sources: Verizon, 2013 Data Breach Investigations Report



“There are only two types of companies: Those that have
been hacked, and those that will be.”

Former FBI Director Rubert Muller



“Assume Breach — Detect Compromise”



Trusselsvurdering: Cybertruslen mod Danmark 2019

Formalet med denne érlige, nationale trusselsvurdering er at redegere for den samlede cyber-

trussel, der mgder danske myndigheder og virksomheder. Truslen er stgrst fra cyberspionage
udfart at stater og fra cyberkriminalitet.

Hovedvurdering

& Truslen fra cyberspionage er MEGET H@). Truslen er seerligt udtalt mod de dele af staten, der
beskeeftiger sig med udenrigs, sikkerheds- og forsvarspolitik. Truslen er ogsa rettet mod myn-
digheder og virksomheder | samfundsvigtige sektorer, da hver sektor har forskellige typer vi-
den, som fremmede stater har interesse i. Flere stater forsgger at udfere cyberspionage mod
danske interesser, og det er en udvikling, der fortszetter, i takt med at flere stater opbygger og
udvikler deres cyberkapaciteter,

¢ Truslen fra cyberkriminalitet er MEGET H@J. Myndigheder og virksomheder i samtlige sektorer i
Danmark kan forvente lgbende at blive udsat for cyberkriminalitet. Visse typer cyberkriminali-
tet kan have alvorlige konsekvenser for myndigheder og virksomheder i samfundsvigtige sekto-
rer og derfor for det danske samfund.

* Truslen fra cyberaktivisme er MIDDEL. Cyberaktivister retter sjseldent deres fokus mod danske
myndigheder og virksomheder. Nogle hackergrupper og individer i cyberaktivistiske netvaark
har dog vaesentlige kapaciteter. Truslen kan derfor stige pludseligt, hvis danske myndigheder
eller virksomheder kommer | cyberaktivisters spgelys.

¢ Truslen fra cyberterror er LAV. Militante ekstremister har i fa tilfelde vist interesse | at udfere
cyberterror, men de har fortsat ikke kapacitet til dette.

* Det er mindre sandsynligt, at fremmede stater har til hensigt at rette destruktive cyberangreb
mod samfundsvigtig infrastruktur i Danmark pa kort sigt. Det er dog muligt, at danske virksom-
heder og myndigheder kan blive ramt som falgevirkning af destruktive cyberangreb mod mal
uden for Danmark.

# Teknologiske udviklinger, sasom Internet of Things og kunstig intelligens, vil medfgre nye mu-
ligheder til gavn for samfundet, men vil ogsé dbne for en stgrre angrebsflade for hackere. Der
vil ogsa vaere en gget risiko for, at cyberangreb kan medfgre fysiske gdelaeggelser, da enheder
koblet til internettet i hgjere grad styrer fysiske systemer.

Source: https://fe-ddis.dk/cfcs/publikationer/Documents/Cybertruslen-mod-Danmark-2019.pdf
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FE-chefen;: Rusland vil hacke vores
forvaltning og Kina vores
virksomheder

Source: https://www.berlingske.dk/internationalt/fe-chefen-rusland-vil-hacke-vores-forvaltning-og-kina-vores-virksomheder
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Cambridge Centre for Risk Studies
Cambridge Risk Framework

Cyber Risk Framework for Critical Infrastructure Threat Scenario

INTEGRATED
INFRASTRUCTURE:
CYBER RESILIENCY

IN SOCIETY

~.___ i

Mapping the Consequences of an
Interconnected Digital Economy

This is a regional power supply catastrophe that affects between 9 million and 13 million electricity customers depending on the scenario

variant.

Its knock-on effects include disruption to transportation, digital communications, and water services for 8 to 13 million people.

The sector most affected by the outage while it is occurring is Financial Services, which loses an estimated £1.3 billion during the period of the

outage, in the baseline scenario.

= The secondary economic impacts remain for some time after the initial disaster as confidence continues to wane, perishable products are no
longer fit for sale, businesses suffer, international relations are damaged and supply chains take considerable time to recover.

= The economic losses to sectors are in the range of £11.6 billion to £85.5 billion in the different variants of the scenario.

= The overall GDP impact of the attack amounts to a loss between £49 billion to £442 billion across the entire UK economy in the five years

following the outage, when compared against baseline estimates for economic growth.

Source: https://www.jbs.cam.ac.uk/faculty-research/centres/centre-for-risk-studies/publications/space-and-technology/integrated-infrastructure-cyber-resiliency-in-society/
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cNBC

gry he wanted to double Boris Johnson pushes Britain to brink of Hong Kong'’s leader will reportedly
Dre... an election: Here's what... announce withdrawal of bill...

CYBERSECURITY

Chinese spy chips are found in hardware used
by Apple, Amazon, Bloomberg says; Apple,
AWS say no way

PUBLISHED THU, OCT 4 2018 . 6:15 AM EDT | UPDATED FRI, OCT 5 2018 . 7:36 PM EDT

Kate Fazzini
@KATEFAZZINI svare £ W in N eee

Source: https://www.cnbc.com/2018/10/04/chinese-spy-chips-are-said-to-be-found-in-hardware-used-by-apple-amazon-apple-denies-the-bloomberg-businessweek-report.html



Security Notes from All Over: Coca-Cola and the NSA

Coca-Cola has a new contest. Hidden inside 100 cans of Coke there's a SIM card, GPS transmitter,
and a microphone. The winners activate the Coke can by pressing a button, which will call a central

monitoring facility. Then Coke tracks the winners down using the GPS transmitter and surprises them
with their prize.

NSA engineers drink Coke. Lots and lots of Coke. The possibility that an active microphone in a Coke
can could be in one of the NSA's highly secure facilities is worth considering. A reasonable threat
analysis might look like this: "You know, the chances that one of these 100 cans out of hundreds of
millions of cans ends up in our building is extremely small -- somewhere around 1 in 100,000 -- so it's
not worth worrying about."

But the NSA's Information Staff Security Office) decreed differently: "It is important that ALL cans of
Coca-Cola within our spaces be inspected. This includes cans already in our buildings and those
being delivered on a daily basis. If you discover one of these cans, DO NOT activate it. Instead, you
should alert your ISSO immediately and report the incident.”

Source . https://www.schneier.com/crypto-gram/archives/2004/0715.html#8
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GPS @ This article is more than 1 year old

Fitness tracking app Strava gives away
location of secret US army bases

Data about exercise routes shared online by soldiers can be used to
pinpoint overseas facilities

Latest: Strava suggests military users ‘opt out’ of heatmap as row
deepens

Source: https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases
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Styring ~ It-lesninger ~ Sikkerhed ~ Data ~ Digital service ~ Afbureaukratisering ~ Strategier v
Forside > Sikkerhed > 1SO 27001 Hvad er ISO 270017 Delmed f v in ¥ &
_ Hvad er ISO 270017
Sikkerhed Baggrund
<0 97001 ISO 27001 er en international standard til etablering af et | DS484 var det forudbestemt, at
ledelsessystem for informationssikkerhed. Standarden en organisation skulle leve op til
Den danske it-sikkerhedsstandard tager udgangspunkt i en risikobaseret tilgang til styring af en raekke basale krav. Uanset
Hvad er ISO 270017 informationssikkerhed. virksomhed og uanset om
Nye styrelsers implementering af ISO kravene var relevante eller ej.
27001 ISO 27001 er valgt som statslig sikkerhedsstandard og har vaeret obligatorisk at Med beslutningen om at overga til
ISO 27001 i selvejende statslige felge for statslige institutioner siden januar 2014. Standarden skulle vaere den internationale standard for

institutioner informationssikkerhed, 1ISO 27001

er DS484 udfaset og ikke laengere

implementeret af myndighederne primo 2016.

Bootcamp om ISO 27001 ISO 27000-serien bestar af en reekke standarder med indbyrdes relationer. Nogle relevant for statslige institutioner.
af disse standarder opstiller krav (normative), mens andre er vejledende i forhold
Vejledninger til sikkerhedsarbejdet til forskellige aspekter af implementering af et ledelsessystem for Beslutningen om brug af ISO
27001 som standard for

informationssikkerhed.
Stvrine af leverandarer cikkerhedssturinoen i stedet for

Source: https://digst.dk/sikkerhed/iso-27001/hvad-er-iso-27001/



IHE LYBER KILL GRAIN®

Ehe New Uork Times

Stolen Data Is Tracked to Hacking at Lockheed

By CHRISTOPHER DREW  JUNE 3, 2011

Lockheed Martin said Friday that it had proof that hackers breached its
network two weeks ago partly by using data stolen from a vendor that

supplies coded security tokens to tens of millions of computer users.

Lockheed’s finding confirmed the fears of security experts about the
safety of the SecurID tokens and heightened concerns that other
companies or government agencies could be vulnerable to hacking

attacks.

The tokens, which are used to protect remote access to computer
networks, are sold by the RSA Security Division of the EMC
Corporation. RSA officials said Friday that they accepted Lockheed’s
findings and were working with customers to offset the risks through

other measures.

Source: https://www.nytimes.com/2011/06/04/technology/04security.html

RECONNAISSANCE

Harvesting email addresses,
conference information, etc.

WEAPONIZATION

Coupling exploit with backdoor
into deliverable payload

Delivering weaponized bundle to the
victim via email, web, USB, etc.

Exploiting a vulnerability to execute
code on victim’s system

COMMAND & CONTROL (C2)

Command channel for remote
manipulation of victim

ACTIONS ON DB.IECTIVES

With ‘Hands on Keyboard’ access,
intruders accomplish their original goals

Source: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html
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Implementation Group 1:

An G 1 organization is small to medium-sized with limited IT and cybersecurity axpertise to
dedicate toward protecting IT assets and personnel. The principal concern of these organizations
is to keep the business operational as they have a limited tolerance for downtime. The sensitivity
of the data that they are trying to protect is low and principally surrounds employee and
financial information. However, thera may be some small to madium-sized organizations that are
responsible for protecting sensitive data and, theretore, will fall into a higher Group.
Sub-Controls selected for 161 showld be implementable with limited cybersecurity expertise and
aimed to thwart general, non-targeted attacks, These Sub-Controks will also typically be designad
to work in conjunction with small or home office commercial-off-the-5helf (COTS) hardware and
software,

Implementation Group 2:

Am G2 organization employs individuals responsible for managing and protecting IT
infrastructure, These organizations support multiple departments with differing risk profiles
based on job function and mission. Small organizational units may have regulatory compliance
burdens. 1G2 organizations often store and process sensitive dient or company information and
can withstand short interruptions of service, A major concern is loss of public confidence if a
breach ocours, Sub-Controls selected for 1G2 help security teams cope with increased operational
complexity. Some Sub-Controls will depend on enterprise-grade technolegy and specialized
axpertise to properly install and configure.

Implementation Group 3:

An 1G3 organization employs security experts that specialize inthe different facets of
cybersacurity (e.q., risk management, penetration testing, application security). 1G3 systems and
data contain sensitive information or functions that are subject to regulatory and compliance
oversight. A IG2 organization must address availability of services and the confidentiality and
integrity of sensitive data. Successful attacks can cause significant harm to the public welfare,
Sub-Controls selected for IG3 must abate targeted attacks from a sophisticated adversary and
reduce the impact of 2ero-day attacks.

While this approach provides generalized guidance for prioritizing usage of the CIS Controls,

this should not replace an organization's need to understand their own organizational risk
posture, Organizations should still seek to conduct their own duty of care analysis and tailor their
implementation of the CI5 Controls based on what is appropriate and reasonable given their
resources, mission, and risks, Using these types of methods, such as those described in IS RAM,
organizations of different Implementation Groups can make risk-informed decisions about which
Sub-Contrals in their Group they may not want to implement and which higher Group's they
should strive for. The intention is to help organizations focus their efforts based on the resources
they have available and integrate into any pre-existing risk management process,
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“s technology becomes more important in our

personal lives, so doessecuringit. Hereare some
fundamental steps you should always take to

help protect yourself and your family
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https://securingthehuman.sans.org/media/resources/STH-Poster-CyberSecureHome-Print.pdf
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DKCERT har udarbejdet denne liste af rad til private borgere om, hvordan de kan
forbedre deres informationssikkerhed

Brug sikkerhedssoftware som antivirus og firewall
Hold dine programmer opdateret

Tag sikkerhedskopi af dine data og opbevar flere kopier, helst forskellige steder.

Undiad at Kikke pd links eller vedhafiede fier | e-mais, du 4r tisendt uopfordret

Undersag adressen pa et websted, for du udfylder formularer med fortrolige oplysninger. Oplys generet kun fortrolige
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Besky! dit trddiose netvaerk med adgangskode.

https://www.cert.dk/da/vejled

w{ey DON'T GET HOOKED!

WHAT/IS PHISHING? W PHISHING INDICATOR!
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It-skkerhed for misdre
virksombeder

DI Digitals
sikkerhedsnyhedsbrev

I-sikkerbedsveledunger

https://di.dk/Virksomhed/Produktion/IT/itsikkerhed/Pages/default.aspx
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December 2017: Lock Down Your Login

English: Lock Down Your Login -

English (epub): Lock Down Your Login -
Arabic: (=0 cily b

Bahasa Indonesia: Amankan Akun Anda -
Bulgarian: 3aknio4eTe BX0A4 -

Chinese, Simplified: SiE=E5% -

Chinese, Traditional: (520054 -
Chinese, Traditional (Taiwanese): 25, -
Danish: Sadan sikrer du dit login -

» Farsi: xS JiS by 258 2g g dniin -

Finnish: Kaksivaiheinen tunnistautuminen -
French: Verrouillez votre connexion -

https://securingthehuman.sans.org/resources/newsletters/ouch/2017

S/ERNUMMER OM 2016

SIKKERHED PA INTERNETTET @M@l’sh\z 'S

NDER:

https://berneulykkesfonden.dk/laeringsmaterialer/hjemmet/tryg-pa-nettet-med-anders-and
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* “There are only two types of companies: Those that have

been hacked, and those who don’t know they have been
hacked.”

Former CEO, CISCO John Chamber
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Source: http://www.deloitte.co.uk/ers/cyber/companies.htm
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