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The Past
“Shall we play a game?”
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Source: Wargames, 1983, MGM, https://www.mgm.com/#/our-titles/2117/WarGames-(1983)



Source: Wikipedia (https://en.wikipedia.org/wiki/Kevin_Mitnick) and https://twitter.com/kevinmitnick

https://en.wikipedia.org/wiki/Kevin_Mitnick
https://twitter.com/kevinmitnick


The Present
“We cannot be breached!”
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Source : http://www.it-blogger.dk/post-nord-virus-rammer-danmark/, http://skat.dk/SKAT.aspx?oId=68747 og https://www.nets.eu/dk-da/digital-sikkerhed/Pages/Phishing.aspx







Source: http://securingthehuman.sans.org/media/resources/STH-Poster-YouAreATarget-Danish.zip



http://www.nytimes.com/2014/08/06/business/target-puts-data-breach-costs-at-148-million.html

http://www.cnet.com/news/lenovo-hit-by-lawsuit-over-superfish-adware/

http://www.theregister.co.uk/2011/07/27/rsa_security_breach/

http://theweek.com/5things/537729/massive-data-breach-health-insurer-anthem-could-affect-80-million-people

http://www.huffingtonpost.com/2011/06/08/sony-hack-problems_n_873443.html

http://www.bbc.com/news/technology-26971363

http://www.ibtimes.co.uk/forbes-com-hacked-by-syrian-electronic-army-because-hate-syria-1436415

http://www.usatoday.com/story/tech/2014/10/02/jp-morgan-security-breach/16590689/

https://www.cnet.com/how-to/ccleaner-was-hacked-heres-what-to-do-next/



Source: https://www.dr.dk/nyheder/penge/hackerangreb-koster-maersk-milliardbeloeb



73% af danske virksomheder er blevet 
angrebet – eller forsøgt angrebet!
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https://www.danskerhverv.dk/siteassets/mediafolder/downloads/analysenotater-2017/66-cybersikkerhed.pdf, 
https://digst.dk/media/18755/danskernes_informationssikkerhed_december_2018_191218.pdf, 
https://www.weforum.org/reports/regional-risks-for-doing-business, 
https://www.symantec.com/content/dam/symantec/docs/reports/istr-22-2017-en.pdf

44%
af de danske borgere har være udsat for: 
Infektion med skadelig software, misbrug 
af fortrolige oplysninger, økonomisk tab og 
tab af data

20 nye sårbarheder bliver offentliggjort om 
dagen

1 Cyber-angreb er den største risiko for virksomheder i Europa 
og medfører store økonomiske tab og potentielt konkurser

2 minutter tager det, før en ny enhed på 
Internettet bliver ramt

1/4
million angreb fra internettet hver dag!



Bring a company offline?

Source: https://www.youtube.com/watch?v=vn-lU3Zu3dw



Source: http://nakedsecurity.sophos.com/exploring-the-blackhole-exploit-kit-3/



…an emerging trend with traditional organized crime syndicates and criminally minded 
technology professionals working together and pooling their resources and expertise…

Source: http://www.interpol.int/Crime-areas/Cybercrime/Cybercrime



Sources: ”The Cyber-crime black market uncovered” by Panda Security Sources: http://krebsonsecurity.com/2012/08/inside-a-reveton-ransomware-operation/



Sources: ”Russian Underground 101” by Trend Micro and ”The Cyber-crime black market uncovered” by Panda Security

Dedicated server (powerful servers) 0.50 – 1  (10 – 20)

1000 downloads in EU 80

Programming Services ? (100 – 250)

1 day DDoS 30 – 70

Cheap email spamming 10 per 1,000,000 emails

Email spamming, custom database 50 – 500 per 50,000 to 1,000,000 emails

SMS spamming 3 – 150 per 100 – 10,000 SMS

1 hour call flooding 2 – 5

Bots 200 for 2,000 bots

Copy of scanned EU passport 5

Windows 7 Ultimate license 7

Fake website 5 – 20

Credit card details 2 – 90 (add 190 for physical card)

Bank Credentials (with guaranty) 80 – 700

Purchase and forward of products 30 – 300
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Fake web site $20

1,000,000 spam emails $10

5 Servers to host site $70

$100

Break-even at 0.005% (or 50) people entering credit card details



Source: http://www.symantec.com/theme.jsp?themeid=apt-infographic-1



Source: https://www.wired.com/2016/01/nsa-hacker-chief-explains-how-to-keep-him-out-of-your-system/



Sources: Verizon, 2013 Data Breach Investigations Report



Sources: Verizon, 2013 Data Breach Investigations Report



“There are only two types of companies: Those that have 
been hacked, and those that will be.”

Former FBI Director Rubert Muller



The Future
“Assume Breach – Detect Compromise”

25



Source: https://fe-ddis.dk/cfcs/publikationer/Documents/Cybertruslen-mod-Danmark-2019.pdf



Source: https://www.berlingske.dk/internationalt/fe-chefen-rusland-vil-hacke-vores-forvaltning-og-kina-vores-virksomheder



Source: https://www.jbs.cam.ac.uk/faculty-research/centres/centre-for-risk-studies/publications/space-and-technology/integrated-infrastructure-cyber-resiliency-in-society/



Source: https://www.cnbc.com/2018/10/04/chinese-spy-chips-are-said-to-be-found-in-hardware-used-by-apple-amazon-apple-denies-the-bloomberg-businessweek-report.html



Source: https://www.schneier.com/crypto-gram/archives/2004/0715.html#8



Source: https://www.theguardian.com/world/2018/jan/28/fitness-tracking-app-gives-away-location-of-secret-us-army-bases



Source: https://digst.dk/sikkerhed/iso-27001/hvad-er-iso-27001/



Source: https://www.lockheedmartin.com/en-us/capabilities/cyber/cyber-kill-chain.html

Source: https://www.nytimes.com/2011/06/04/technology/04security.html



Source: Center for Internet Security (https://cisecurity.org) 

https://cisecurity.org/


Flere informationer!

35

https://securingthehuman.sans.org/media/resources/STH-Poster-CyberSecureHome-Print.pdf https://securingthehuman.sans.org/resources/posters https://securingthehuman.sans.org/resources/newsletters/ouch/2017

https://www.cert.dk/da/vejled https://di.dk/Virksomhed/Produktion/IT/itsikkerhed/Pages/default.aspx https://børneulykkesfonden.dk/laeringsmaterialer/hjemmet/tryg-pa-nettet-med-anders-and



• “There are only two types of companies: Those that have 
been hacked, and those who don’t know they have been 
hacked.”

Former CEO, CISCO John Chamber



Source: http://www.deloitte.co.uk/ers/cyber/companies.htm
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